Press release

Cars as easy to update as a smartphone
Bosch is securely updating cars over the air

 Over-the-air software updates will soon be a standard feature
 Fewer recalls and visits to the repair shop mean wireless software updates
save time
 New and improved functions are relayed directly to the car
 New encryption technologies make over-the-air updates secure

Stuttgart, Germany – In the future, car owners will be able to enhance their car’s
security, intelligence, and performance without getting up from the sofa. In the
future, updating their car’s software will be as simple as updating apps on their
smartphones today. A swipe of the smartphone will be enough to automatically
update vehicle software or to download new functions directly from the cloud –
without any need to visit the repair shop. “In a few years from now, automatic
software updates will be possible in every new car,” says Dr. Markus Heyn, a
member of the Bosch board of management. “Wireless over-the-air updates are
extremely convenient for drivers. In addition, Bosch is making these online
updates secure and fast,” Heyn continues. Bosch has developed all the features
required for these wireless updates in-house. They range from the control units
and in-car communication infrastructure to modern encryption technologies and
the Bosch IoT cloud.
A new standard – simple and secure
More electronics, more functions, more software: the car is turning into a
smartphone on wheels. Keeping vehicle software up to date is thus becoming
increasingly important. New functions can provide extra convenience, even after
the vehicle has been bought. Over-the-air software updates will therefore soon
be a standard feature. Today’s vehicles feature as many as 100 control units.
Even compact cars have between 30 and 50. Their software governs nearly
every function in the vehicle. In addition, more and more vehicles are now
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connected – with the internet, other cars, and the infrastructure. This means a
greater risk of weak links in vehicle software, as well as of manipulation. In this
context, software updates over the cloud offer a solution that keeps cars
constantly up to date, and thus also secure. “Cars are driven for 15 years or
more. Over-the-air software updates are Bosch’s contribution to keeping vehicle
software constantly up to date, without having to visit the repair shop,” Heyn
says. In addition, the cloud updates mean that ever more functions can be
added, with ever greater scope. If the necessary hardware is already installed, a
new software function can be tried out and subsequently downloaded. In this
way, lane-keeping or park-assist functions can be added, for example. And it is
not just drivers that benefit from over-the-air software updates: in 2015, 15
percent of recalls in the automotive industry in the U.S. had to do with software
errors. Four years previously, this figure was only 5 percent, according to a U.S.
study based on data from the National Highway Traffic Safety Association
(NHTSA). “For automakers and their customers alike, such repair-shop visits are
a huge waste of time and money, and online updates can significantly reduce
this,” Heyn says.
Updates directly from the cloud
Secure, fast, and simple – that’s how over-the-air software updates work. On the
driver’s smartphone or the car’s infotainment system, the online security updates
are started and any new functions that need to be downloaded are selected. This
information is sent to the cloud, which acts like a kind of app store, holding the
updates in readiness and starting the process of downloading software to the
vehicle. The data can either be downloaded in the background while the car is
moving, or overnight when it is parked in its garage. As soon as the vehicle is in
a secure condition (once it has parked, for example), the software updates are
installed on the appropriate control units, where they are immediately activated.
Security on all levels
Security and the smooth interaction of automotive electronics, cloud, and
software are decisive for over-the-air updates. Data security is ensured by the
latest encryption technologies developed at the Bosch subsidiary Escrypt. A
complex security architecture with end-to-end encryption protects the data
transmission against unauthorized access. At the car-cloud interfaces, secure
protocols and filters act like a firewall to ward off any hacking attempts. To
ensure that over-the air software updates are not just secure, but also fast and
reliable, Bosch uses fast update technologies such as delta and compression
mechanisms. These accelerate the update process and reduce cost, since the
data volume for the transmission remains low. One further security measure is to
transmit the updates in sequences. If problems occur, the update process can be
stopped and adjusted. The technology at the heart of these over-the air updates
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is the Bosch Automotive Cloud Suite. Its software elements enable all functions
needed for over-the-air updates – by drivers, automakers, and even by vehicles
themselves.

EXPERIENCE BOSCH AT THE IAA 2017 in Frankfurt: Bosch believes the
mobility of the future will be accident-free, emissions-free, and stress-free. On a
technological level, Bosch wants to achieve the objectives of zero accidents, zero
emissions, and zero stress through automation, electrification, and connectivity.
At the IAA 2017, Bosch will be presenting its latest solutions in each of these
three spheres – solutions that make driving safer and more efficient, and turn
cars into a third living environment.
BOSCH PRESS CONFERENCE: From 13:15 to 13:40 local time on Tuesday,
September 12, 2017, with Dr. Volkmar Denner, chairman of the board of
management of Robert Bosch GmbH and Dr. Rolf Bulander, chairman of the
Mobility Solutions business sector, at the Bosch booth A03 in Hall 8.
FOLLOW the Bosch IAA 2017 highlights at www.bosch-iaa.de and on Twitter:
#BoschIAA
Press photos: #1152554, #1156703
Further information:
You can find more information about over-the-air updates here.
The Bosch innovations on show at the IAA 2017
Contact person for press inquiries
Annett Fischer, Phone: +49 711 811-6286

Mobility Solutions is the largest Bosch Group business sector. In 2016, its sales came to 43.9
billion euros, or 60 percent of total group sales. This makes the Bosch Group one of the
leading automotive suppliers. The Mobility Solutions business sector combines the group’s
expertise in three mobility domains – automation, electrification, and connectivity – and offers
its customers integrated mobility solutions. Its main areas of activity are injection technology
and powertrain peripherals for internal-combustion engines, diverse solutions for powertrain
electrification, vehicle safety systems, driver-assistance and automated functions, technology
for user-friendly infotainment as well as vehicle-to-vehicle and vehicle-to-infrastructure
communication, repair-shop concepts, and technology and services for the automotive
aftermarket. Bosch is synonymous with important automotive innovations, such as electronic
engine management, the ESP® anti-skid system, and common-rail diesel technology.
The Bosch Group is a leading global supplier of technology and services. It employs roughly
390,000 associates worldwide (as of December 31, 2016). The company generated sales of
73.1 billion euros in 2016. Its operations are divided into four business sectors: Mobility
Solutions, Industrial Technology, Consumer Goods, and Energy and Building Technology. As
a leading IoT company, Bosch offers innovative solutions for smart homes, smart cities,
connected mobility, and connected manufacturing. It uses its expertise in sensor technology,
software, and services, as well as its own IoT cloud, to offer its customers connected, crossPage 3 of 4

domain solutions from a single source. The Bosch Group’s strategic objective is to deliver
innovations for a connected life. Bosch improves quality of life worldwide with products and
services that are innovative and spark enthusiasm. In short, Bosch creates technology that is
“Invented for life.” The Bosch Group comprises Robert Bosch GmbH and its roughly 440
subsidiaries and regional companies in some 60 countries. Including sales and service
partners, Bosch’s global manufacturing and sales network covers nearly every country in the
world. The basis for the company’s future growth is its innovative strength. At 120 locations
across the globe, Bosch employs some 59,000 associates in research and development.
Additional information is available online at www.bosch.com, www.iot.bosch.com, www.boschpress.com, www.twitter.com/BoschPresse.
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